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@ EVERY 1500 C/C

HIGH TENSILE FABRIC
WIRE Ø 3.0mm
MIN. 1500 MPA
MESH SIZE 70x100mm
3x6 MTR. FABRIC
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PLATE

POLYGONAL
SHAFT TEMPLATE

PLATE

1 MTR SPIRAL
TO SECURE
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70

10
0

HIGH TENSILE FABRIC
WIRE Ø 3.0MM
MIN. 1500 MPA
MESH SIZE 70X100MM

4 NOS. OF GUSSET
PLATE WITH Ø 12mm HOLE

FOR EARTHING
LUG CONNECTION

ANCHOR
BOLT

BASE
PLATE

GUSSET
PLATE

EARTHING
(BY OTHERS)

HEX
BOLT

CRANK
POST

Ø 12mm
ROD

EYE BOLT WITH
TURN BUCKLE TO

FIX WIRE ROPE

SPIRAL TO SECURE
FABRIC WITH ROPE

Ø 10mm
ROPE



Annexure 1  - Technical Specifications for Anti Drone Fence System

FABRIC and WIRE ROPE SPECIFICATION

METAL SPECIFICATION

Fence Member Dimension Descrip on

Fence Member Dimension Descrip on

Fabric

3.0mm Galvanized High Tensile Wire
Tensile Strength Minimum 1500 MPa

100 x 70 Mesh Size
Standard 6 Meter Width in Split lengths of Suitable Size

As per ASTM A 641 Class-3

Wire Rope
10 mm Galvanized Wire Rope

Heavy Galvanized

Line Post
Profile Hot Dip Galvanized in accordance with ASTM A123

Spacing Every 12 meters

Crank
Profile Hot Dip Galvanized in accordance with ASTM A123

Spacing Over the Pole 3 Mtrs Length @ 30 Degree

All Profiles are made from HR Sheets dully Hot Dip Galvanzzied a er fabrica on accordance to ASTM A123



Compliance for Antidrone Fence

Complaince  

1 Purpose
The Directive provides the requirement for passive dense measures against drones at
facilities under the jurisdiction of the High Commission for I ndustrial Security (HCI S).

Comply

2 Scope
This directive provides FO with the basic design and implementation requirements for
passive defense measures against the threat of drones and Unmanned Aerial Vehicles to
critical infrastructure at I ndustrial facilitles.

Comply

3
Acronyms &
Definitions

Drone - Unmanned Aerial Vehicles less than 25kg
FO - Facillty Operator: the owner, operator or lessee of a facility
FSC - Facility Security Classification
HCI S - High Commission for I ndustrial Security
SRA - Security Risk Assessment
Shall - I ndicates a mandatory requirement
Should - I ndicates an advisory recommendation
SPF - Single Point of Failure
UAV - Unmanned Aerial Vehicle

Comply

4 References

This directive adopts the latest edition of the references listed.
The selection of materlal, and the design, construction, maintenance, operation and
repair of equipment and facilities covered by this Security Directive shall comply with the
latest edition of the references listed in each Security Directive, unless otherwise noted.

Comply

ASTM A1 21  - Standard Specification for Metallic-Coated Carbon Steel Barbed Wire

ASTM A1 23 - Standard Specification for Zinc (Hot-Dip Galvanized) Coatings on iron and
Steel Products

ASTM A1 23M - Zi nc Coatings on I ron and Steel Products

ASTM A529 - Standard Specification for Structural Steel With 42 000 Psi (290 Mpa)
Minimum Yield Point (1 / 2 I n. (1 2.7 Mm) Maximum Thickness

ASTM A641   - Standard Specification for Zinc-Coated (Galvanized) Carbon Steel Wire

ASTM A853 - Standard Specification for Steel Wire, Carbon, for General Use

ASTM F1 043 - Standard Specification for Strength and Protective Coatings on Steel
I ndustrial Chain Link Fence Framework

ASTM F1 91 0 - Standard Specification for Long Barbed Tape Obstacles

Standard Specification for Welded Wire Mesh Fence FabricASTM F2453 -

ASTM F567 - Standard Practice for I nstallation of Chain-Link Fence

ASTM F 626 - Standard Specification for Fence Fittings

ASTM F 626 - Standard Specification for Polyvinyl Chloride (PVC) and Other Organic
Polymer-Coated Steel Chain-Link Fence Fabric

ASTM F934 - Standard Specification for Standard Colors for Polymer-Coated Chain Link
Fence Materials

SEC-01  General Requirements for indistrial security.

SEC-02 - Security Fencing

5 General Requirement
All other SEC Directives continue to apply to facilities covered by this directive. This
directive adresses the speciofic requirements pertaining to the protection of critical
infrastructure and vital equipment in industrial facilities against the threat of drones.

Comply

5.1
Common requirements
of all facilities

All facilities shall comply with the following requirement Comply

5.1 .1
Security Risk
Assesment (SRA)

FO Shall conduct an SRA as specified in SEC-01  to identify the critical assets, Single Point
of Failure and I nfrastructure which shall be protected against the threat from drones or
Unmanned Aerial Vehicles (UAV).
The SRA shall be site specific, and address the specific risks to the critical assets or Single
Point 
to pr

Comply
As a manufacturer, We do
not have any commenton

5.1 .2
Anti-drone Fence
Protection
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of Failure associate with drone/ UAV threats and propose risk mitigation measures
otect such assets/ Single Point of Failure.

this.

all deploy anti-drone fencing systems to protect the critical assets or Single Point of
e which are vulnerable against threats from drones/ UAVs, based on the following
riteria:

Comply
As a manufacturer, We do
not have any commenton
this.

sset shall be vital to the operation of the facility or identified as the Single Point of
e, such that loss or damage of the specific assets/ SPF will directly results in one or
of the following negative consequences, despite existing mitigation measures and
ess continuity plans:
ious health and safety impact to off site & onsite population due to large-scale or

mable release.
jor environmental impact to off site areas
s of very large capital I nvestment
all ensure that the anti-drone fence structure is property earthed, and shall not

rating sparks especially in a hydrocarbon environment by applying suitable
ons.

Comply
As a manufacturer, We do
not have any commenton
this.

Hitech Fence
Comments
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Compliance for Antidrone Fence

Com plaince
 Hitech Fence

Comments

5.2.2 Design Loads

Anti-drone fence shall be designed to withstand the impact force, 1 00%  denial, Caused by
collision and explosion of a drone/ UAV with the following properties:
1 ) Maximum speed of 250km/ hour
2) Maximum weight of 80 kg
3) 5 kg of explosive

Comply

5.2.3
Explosive Stando
Distance

The anti-drone fence shall be installed to ensure a minimum explosive distance of 7m
from the outer edge of the asset.

Comply

5.2.4
Environmental
Conditions

The anti-drone fence design shall incorporate the following outdoor environmental
requirements as a minimum:
1 ) Temperature Range:- 1 0°  to +60° C
2) Relative humidity :- 5%  to 95%
3) Maximum winds :- 1 1 2km/ hour

Comply

5.2.5 Foundation Design
The foundation design for the anti-drone fence posts shall incorporate the local soil
conditions, the facility geotechnical report, the assessment of the geotechnical data,
structural and wind loads, environment conditions and durability requirements.

Comply

5.2.6
Fence Columns/ Posts
Design

The column material shall be galvanized steel. Columns shall be extended to 3m beyond
the height of the assets/ SPF in order to maintain the requirement stated in section 5.2.3.
The thickness of the steel shall be calculated by the structural requirements.
The top end (2m-4m) shall be bend/ slope inwards towards the asset at an angle of
30° -45°  to cover the assets from above.
Column shall be anchored to ensure the anti-drone fence integrity. The chain-link fence or
the wire/ cable netting may start from 2.5m. above the ground level. The mesh size of the
wire\ cable netting shall not be greater than 1 0cm in any direction.

Comply

5.2.7
Design
Documentation for
HCI S Approvals

HCI S approval process for anti-drone fencing system consists of one stage
process. FO shall submit the following documentation to HCI S prior to
construction for review and approval:

-Site plans with the location of the asset\ Single Point of Failure to be protected
-Anti-drone fence location
-Detail design of the anti-drone fence
-Structural design drawings certified by a qualified structural engineer
-Structural design document with proof of compliance with section 5.2.5 requirements.

Comply
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